
TEN-3 PRIVACY NOTICE 

TEN-3 protects your privacy. We are committed to ensuring confidentiality and security of your data. 

We seek to be transparent about our data practices and give you control over the information we 

collect about you. We believe there should always be a value exchange and genuine benefit by the 

collection of your data.  

The privacy notice below explains how we collect, use, share and temporarily store your personal and 

non-personal data.  

What data does TEN-3 collect and why? 

TEN-3 is community-based exposure notification app that keeps you informed and provides you with 

the confidence to interact with others responsibly. TEN-3 does not trace you. Rather, TEN-3 focuses 

on high potential “events”, creating time based social bubbles for people sharing specific experiences.  

In simple terms, our application allows individuals to anonymously check in and out of “events” such 

as flights, restaurants, movies, offices etc. establishing shared social bubbles with those meeting the 

criteria (time/distance) for potential transmission.  

In the event of a positive COVID-19 test, individuals can report, through a verified process that initiates 

an immediate push notification message to all others within the shared event bubbles. The creation 

of these event bubbles facilitates timely and efficient communication of potential infections to people 

within their established bubbles.  

Public Health Officials have told us about the importance of breaking the COVID-19 chains of 

transmission early to keep the spread of the disease under control. TEN-3 does just that. 

Transmission happens – let’s break the chains together. 

What data we collect: 

Personal Data: 

- A valid email address: 

o Users must log in with a valid email address. We collect this information to 

authenticate their account and ensure secure login access. 

o Once verified, a randomized alphanumeric userID will be used as unique identifier, 

eliminating the need for using personal information.  

- A valid phone number, only in the case of the user reporting a positive test, for 14 days.  

o This additional verification step provides security protections to mitigate against 

spammers and false reporting. The phone number is used to send a numeric code via 

text message, that is needed to complete the reporting of a positive test in the app. 

Non-Personal Data: 

- Anonymized logged events 

o When a user logs an event, e.g. via scanning a QR code, the eventID - a randomized 

alphanumeric code - is linked to your userID. Logged events are time and date 

stamped at start and end of event and only linked to your userID for 14 days. 

What data we do NOT collect: 

- Your name or address 



- Your phone's contacts 

- Your health information 

- Bluetooth, GPS or user location services 

How is your data used by TEN-3? 

TEN-3 uses your data (verified email, logged events and, only in case of positive test reporting your 

phone number) to operate and maintain and improve the functionality of the app, including to: 

- Establish, maintain and update your account  

- Enable you to use the App’s features (logging into events and reporting a positive test) 

- Communicate with you about the App through push notification (solely for security alerts, 

exposure notifications and/or updates, including changes to EULA or Privacy Policy) 

- Provide technical support for general maintenance or update the system 

- Measure performance (monitor and analyze usage and trends) 

- Protect our users and the public (against fraud, security risks and technical issues) 

How is your data shared? 

With your permission, TEN-3 will disclose certain information we collect as follows: 

- With Local Health Authorities & National Research Council to compliment their contact 

tracing efforts and data analysis of COVID-19.  

o In the case of a positive test report, email address and/or phone number and logged 

events for userIDs within shared exposure bubble 

o With normal use of the app, anonymous logged events and data trends 

- With TEN-3 member businesses to support their management and compliance with the Public 

Health Orders, keep their employees and patrons safe and businesses open. We will not share 

any personal data with member businesses. 

o With normal use of app (without report), the number of users, logged events and 

date/duration of logged events specific to their place of business only  

- Affiliates, Third-Party Service Providers and Partners We may share your Personal and Non-

Personal Data, with our affiliated entities, and service providers that perform services on our 

behalf, such as cloud storage, IT services, analytics and other software services. TEN-3’s third-

party service provides are carefully selected to ensure that they, and their related entities who 

may access your information, provide your information with equal protection to that stated 

in this Privacy Policy and required by applicable privacy laws. These external service providers 

have access to your Personal and Non-Personal Data only for the purpose of performing 

services on our behalf, in compliance with this Privacy Notice, and we make sure each one is 

contractually obliged not to disclose or use your Data, especially Personal Data, for any other 

purpose.  

- To comply with and as required by law. We may disclose your Personal and Non-Personal 

data to government authorities to comply with applicable legal requirements, judicial 

proceedings, court orders, legal process, or lawful requests from governmental authorities 

(such as false reporting, spammers etc.) 

How does TEN-3 store and protect my data? 

With your permission, TEN-3 temporarily stores your randomized userID linked to your logged events 

for 14 days in a Canadian data centre, for notification purposes only. After 14 days, the randomized 



userID is deleted from the logged event data for privacy protection. The event registration, the time, 

date, length of stay remains in our log data, but is unlinked from the randomized ID. 

If you report a positive COVID-19 exposure, nobody in your shared events will receive any personal 

information about you. Other users in your shared bubble will only receive a general push notification 

stating they have been involved in a potential exposure event. 

If you receive an exposure notification, you will not receive any personal information about anyone 

else in your shared event.  

We have appropriate security measures in place to prevent your Personal Data from being accidentally 

lost, used or accessed in an unauthorized way, improperly altered or disclosed. We also limit access 

to your Personal Data to employees, agents, contractors and other third parties who have a business 

need to know. They will only process your Personal Data on our instructions, and they are subject to 

a duty of confidentiality. We have put in place procedures to deal with any suspected Personal Data 

breach and will notify you and any applicable regulator of a breach where we are legally required to 

do so. 

You can request more details on the information that is collected any time via our web support portal.   

How can I revoke consent or request deletion of my data? 

You can delete the app at any time.   

You can withdraw consent or request deletion of your data at any time via our web support portal.  

How can I receive a copy of my data? Change and/or correct my personal information and data? 

Through our web support portal, you can also request a copy of your data and change or correct 

personal information at any time.  

Privacy Assessment 

An independent privacy assessment of TEN-3 was completed in September 2020. This assessment 

details what measures were taken to protect your privacy and is available on our designated website 

(https://www.ten3.ca/privacy).  

Privacy Policy Updates 

We reserve the right to make changes to this Privacy Notice at any time. We will notify you through 

push notification in our App(s) about any changes and make available in our designated website 

(https://www.ten3.ca/privacy ) the “Last updated” version of this Privacy Notice. You are encouraged 

to periodically review this Privacy Notice to stay informed of updates. You will be deemed to have 

been made aware of, will be subject to, and will be deemed to have accepted the changes in any 

revised Privacy Notice by your continued use of the App after the date such revised Privacy Notice is 

posted. If there is a substantial change in this Privacy Notice, you will be required to accept the new 

terms to continue using our App(s) and/or Services. 

Questions? 

Contact TEN-3 via email @ support@ten3.ca  
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